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TECHNICAL CO HiCE

HE IMPLEMENTATION OF THE U, S.

COLINT AGREFM

1. The Ang arrangemencs governing the collaboration between
¢ U.Ss and British Comint Agenciecs EaVﬂ bccn ag ccd betireen USCIB and
IMIB in implem n of a ¢ U.S. =~ British Comint

Agrcecement of

24 None of these arrangemcents : IStrucd as conyravening

any clauscs of - ccmens vut sha alide fcce within the scope and
limitations esi d thercby,

-

3. The object of thecse arrangcments is to cnsurc that maimum
' fro

obtained from thz combincd available personnel and facilities

In accordancc with these arrangcmencs, ceach party will continue
make available to © othe COILGiNUOUS ]I CUrTen; and ritiout
recquest, all raw traf -'. mint itcms GC 1 matter acqguired or
produced, and a?L Duf i IVIGLES
prioritics and )OTil Dresent and mned, subject only o the

vi1ll continuc
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. thce otcher

*wo Eartiea will CDFtiﬂUﬁ to effeet such
cal terminology, lavouti, proccdure and org

By the close collaboration tvhus cstablished, and by means of
ion, agrcement, and arrangcmcntc as to changes to be made uﬂh TVWO
w1lll continuec to effect elimination of unnecessary i D 1 tion in

ks

'bo ensure the maximum c:ﬁmlua ulOl’i o15 fO"‘ClgI’l commmaicascions, However,
1ctivities undertaken Dby be basically suited To 1ts own
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s and therefore neither ig 1 2 X n 6o accepv any formal and fixed
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©0 undertcake by thc consuners of thelr product. But it is agrezd
informal and flexible allocation of tasks, subject to alteration

and somecimes Tithoutv prior notification, is possiple

7herc one Fﬁ?t? accedts the informal allocation of
'\':_.l_l_l make availeble by radio vhen desired by the
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Int:pduqﬁiog

the surrendering party to maintain its intercept coverage on the task
surrendered 1f that party has been obtaining unique material,

8, Bach party may call upon the other for assistance when necessaxry
and such requests will be met whenever practicable,

e Although progress has been made in the provision of adequate
Comint telecomrmunication facilities, it is agreecd that each party will
continue to keep under review this, and the associated problem of safe
hand routes for the passage of Comint material of all kinds, and will
take all reasonable steps towards further improvement,

10, The two parties have foreseen the need for joint emergency plans,
ready to be put into operation at or before an outbreak of hostilities
with a third party,

1hES Each party will provide the other with two or more coples of all
reports mentioned in the following appendices and of such—like docurments,

L2 All arrangements are subject to review and to modification by
agreement,

105, These arrangements will become effective on approval by USCIB
and LSIB, in accordance with paragraph 12 of the U.S. = British Comint
Agreenent,

1l Anmex A to this Introduction shows how the appendices to the U,S, —
British Communication Inteliigence Agreement, as produced at the U8, =
British Technical Conference of March, 1946, have been ratified or
superseded by the Appendices agreed at the 1948 Technical Conference,

and which of the latter arc new,
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TNTRODUCT ION

The following tabulations show how the Appendices to the U.S, -
Sritish Comint Agreement, as produced at the U,S. = DBritish Technical
Conference of 1946, have been ratified or superseded by the Appendices
agreed at the 1948 Technical Confercnce, and which of the latter are new:

Table I

1946 sppendices

£
(Texrms to be used)

B
(Principles of Security
and Dissemination)

C
(Collection and Exchange
of Raw Material)

D

(Co-ordination of and
Exchange of Information
on

B

(Co-ordination of and
Exchange of Information
on Cryptanalysis)

l,"‘l
(Exchange of Comint and

Co~ordination in Trans-
lation)

(&
(Exchange of Collateral
Material)

H
(Communications)

Unchaunged.,

Revised in 1948 -ppendix B.

Paragraphs 1-3 (Exchange of informatior

on interception facilities) superseded by
1948 sppendix L.

Paragraphs L4=13 (Division of interception
tasks and of search programmes, €xchange
of repoxrts etcetera) revised and trans-
ferred to 1948 sppendix D,

Paragraphs 14-19 (Desighation of intercept
targets) revised in 1948 Appendix C.
Paragraphs 20-33 (Exchange of raw traffic
and stendardisation of raw material format)
superseded by 1948 sppendix M,

Revised in 1948 Lppendix D.

Revised in 1948 !

Revised in Appendix F,

Unchanged.,

Revised in sppendix H,

TOP SECRET




TOP SECRET

TO BE XEPT UNDER LOCK AND KEY NEVER TO BE REMOVED
FROM THE OFFICE

INTRODUC TION

.tﬂ:. 1’1 n@X .pi:

I Revised in 1948 .Lppendix T,
(Liaison and Methods
of Exchange)

5 Unchanged.
(Interpretation of

Certain Provisions of

Lgreement )

Toable IT

1948 Appendices

K sSubject matter not covered by 1946
(Collaboration in Appendices,

L Revision of paragrophs 1-3 of 1946
(Exchange of Information Appendix C,

on Intercept Equipment

FPacilities etcetera)

M Revision of paragraphs 20~33 of 1946
(Exchange of Raw Material Lsppendix C,

and Standardisation of

Raw Material Format)

N Subject matter not covered by 1946
(Interim Emergency Plan) Appendizes,
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APPENDIX A

CHANNEL, - L unit or sub-divisicn of a2 cir 1t will be known as a channel.

CIRCUIT: A telecommunications system between two points wi e knovmn as
a circuit.

-

COMINT AGENCY (4GENCIES) or AGENCY (~GENCIES) where used in this document
wlll be understood to mean an authorised government : agency engaged directly
end exclusively in the collection and prcocessing of foreign communications
for intelligence purposes.

COMINT ITEM: sny item of Special Intelligence or of Traffic Intelligence
which is distributed or released by a2 COMINT agency will be known as a
COMINT Item.

COLLINTSUM: 4 summary or commentary produced by a Comint . ncy based on
related COWINT items, which may interpret those items in the light of cne
another or of information from other sourcez, will be known as & COMINTSUIL

ge
h

COMMENT ¢ Information appended to CONINT iteﬂs elther in emendation or
elucidation, or in expansion of the informstion contained therein, will be
knowvn as

LECRYPT: » forsign communicaticn which has passed thron ugh the stages of
Grjpuiﬂulftlﬁ and decryption end is in its original language prior to
translaticn will be known as o decrypt.

A two character group will be knovm as digraph.

trﬁnslation 1n part only of a decrypt or plai
knovn & EXtract,

GISTe 4 statement of the esssntial substance of a2 decrypt or plain text
or an abridged version of o translated tex:t or extract will be knowm
as & ir.ll_-bﬂ

HEDING: Communication instructions for th delivery of & foreign
communicaticn, such as call-signs, serisl numbers, sxternal addresses,
d¢11VE1jr;ul~trv“t1345 J_uilcmt]onh of Iwhujrliy, group cocunts, date/time

of origin, etcetera, will be known as a he

LiNGULGE BUUIVALENT: . word or phrass
rendering in Snglish os found in = Supp

——— [

M—

2 Lalpypruaye it uJ» 1e l"lLd

FLLIN TEXT: . unencrypted foreign communication will be know

The totzl zssemblage of equiprent used as = unit for
11 Or transcription purposs will be knovi =s 2 position.

riority

TOP SECRET (;:)

SOLNNING: The preccess of examining decrypts or plain texts to determine
e -

1 they shall be issued 2nad,” 1f so0, din vihat
vill be known ]
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SUPFLEMENTAL, GLOSSARY: A list prepared by a COMINT agency containing the
proposed or agreed renderings in Tnglish of words or phrases which, though
appearing in Standard Dictionaries, have additional meanings not given in
those dictionaries, and of words or phrases of which the meanings are not
to be found in a Standard Dictionary, will be known as a oupplemental
Glossary.

TRANSLATED TEXT: A translation of a decrypt or plain text will be
known as a translated text.

TRANSLATOR'S NOTE: A remark or remarks added to a translated text,
extract or gist by the translator, in expansion, clarification or
annmotation of his rendering of the text, will be known as a trans-
lator's note,.

(It differs from a "Comment" in that it should not bear upon the
Intelligence implications of the text).

Re-1ssued December 1948 to replace original Appendix A (see back of file)
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APPENDIX B

PRINCIPLES OF SECURITY AND DISSEMINATION

INTRODUCTION

17 These principles shall be the basis of 2ll regulations for the
security and dissemination of Communioation Intelligence issucd by or
under the authority of USCIB or LSIB and other appropriate officials of
the Govermments of the two partics, The scope and phrasing of such regug
lations may vary in accordance with the requirements of the Parties,
Agencies, Departments and Ministries to whom they are designed G0 apply,
but all shall be in accord with these basic principles in every respecty
To ensure uniform Iinterpretation of what monstitutes guch accord, €ach
party shall forward all such regulations to the other for information,

2y It 1s recognised that, while thL following principles are in
general of universa upﬂlluhClOn, certain of those nrlmhrlly applicable

to peacetime must be modified in time of war or emergency, to ensure that
the maximum operational benefit consistent with security is derived from the
source, Provision is made hercunder for the neces modifications, In
time of war or emergency, or exccptionally as agrsed by USCIB and LSIB,
Emergency Regulations embodying the emergency les contalned hereln
shall be brought into force by the rcspective partie

Communication Intelligence (COMINT) is the name given to products
derived from the work of agencies, = operations of which are co-ordie
nated by USCIB and LSIB and which 1y radio transmissions and other
communications notv originated by United States or British authexities,

The terms Communication Tntelng:nce (COMIH”) and bignal Intelligence

(SIGINT) are synonymous, Communication Intelligence is divided into TwWQ
categories, as follows:-

gag Special Intelligence,

b) Traffic Intelligence,

Special Tntelligence is

(a) that Communication Intelligence which results from:-

g

(i) the decryption of texts in whole or in part (except as
provided in para, 5(b) below):

(i1)

(iii)
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caln cypes of tronsmission as
and 1LSTH;

in paragraph 6 below;
Intellizence which:-

indicates success in the production of Special
Intelligence as defined in paragraph w(h) above;

(11i) 4is, in the case of individual items, specifically
uppr“dbd T O SDO”i&l Tntelligence by either party if

if is considecred that its content is such as to warrant

thls action,

5e R n igcnce is that Communication Intelligence walch
results

proccdurc si call fi#na, message headlngs,

D/F bearings and ovher cxternals of communications (except
as provided in parcgraph (111) above ) ;

the decrypvion of the whole or parts of commnications in

codes or cyphcecrs of such low Sﬁcuritv ecrading ©that they are

/
specifically classcd as Traffic Invclligence by USCIB and

ISIB; or

(¢)

b |

Traffic Intelligence shall be dess
on from time to time by USCIB and

N2 cw by a sepvaratec codevord agreed

LE!
LS

64 Communication Intclligence derived from plain T exXts (inclvding
R/T) may be classed by USCIB cnd I35IB as either Special Intelligence or
Traffic Intelligence according tc the necds of eitner and prcierably
after agreement between theii, cexcept thav, in vime of cmcrgincy,

plain texts derived from tactical Armed Forces cilrcuits shall be treated

as Traffic Intelligencec,




TOP SECRET

TO BE KEPT UNDER LOCK AND KEY NEVERTO BE REMOVED
FROM THE OFFICE

APPENDIX B

e In time of var or cmcrgency, or gxccovionally as agrecd by USCIB
and LSIB, the T_ﬂﬂfic Intelligence catcgory as defined in paragraph 5
above ah¢1l e extended to include the products of certain ficld and
medium=~grade c;pncrs which sha_ 1 be downgraded from Special Intelligence;
and, if required, Traffic Inuelllﬁﬁnbb may then be subdivided into
%eparaue eatggorﬂus in order to pcraitv tactical Cormunication Intelligence
(the compromise of shich would not cn dJﬂﬁuf'thc moré dimportant sources )

to be disseminated to special agenciecs end lower cchclons of the Armed
Forces, In order to preparc for this contingency, rutually agrced

lists shall be preparcd and maintained in current status by USCIB and

I[STIB to indicate which ficld ond medium~gradc cyphers Tall within the
provisions of this paragrapn. In the cvenc that it 1s found neccessary

to subdivide Traffic Intelligence as contemplated above, it may be
necessary to institute an additional Traffic Intelligence codeword to
permit diffcrentiation in the disscmination of the products of mediuvm~-
and lov=grade cyphers.

GENERAL PRIICIPIES OF SECURITY AND DISSEMINATION

e, —— i p—— p— — - s 7L,

8o The velue of Communicotion Intelligence in wor and in peace
cannot be over-cstimated; conservation of the source 1s ol supreme
importance. It is cassential, therefore, that the disscmination accorded

o all related or rcsultqn* information be strictly controlled and limited,
Thu physical sccurity of relatced documents is not alone sufficient; it
is essential that all rcfercnes to its existence either direct or in-
direct be avoided except emong thoze to whom the knowledge 1s nccessary
for the proper performance of their duticss, The time limit for the safe-~
guarding of Communication Intelligence never ceXpilres,

e Bvery effort shall He made to cnsure that, unless special
authority is given:~
(o) in time of “GIHOH.ThO is a current recipicnt of
Special or nte lllgﬂncc or vho is cngaged in its
production shall be assirmed to or he cngaged in activitiecs
which might reasonspoly e expactcd to place him in a
4

position where he might be forced o submit to questioning
by a third party;

C
P
£
.1

L

in timc of wer or in a state of cmergency, no person Vho
is a currcnt rccipient of Spceial Intelligence or who 1s
engaged in its productio: shall be comrmitted to a
hazardous unﬂcfuaLLﬂg which might subjcct him to capture
by the encmy or a third party.

Tt is considered, on the basis of present commmumnicatlons
techniques, that a person who has ccascd to be o recipient or producer
of Communication Intelligence should not be so assigned or comaitited
before the lapse of a perioc of onc year in the case of Special Intellws
gence, or of three months in the casce of Trafflic Intelligence,

|
|
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10, It 1s of the utmost importance that complete and absolute silence
on all Communication Intelligence matters be maintained by <those who have
ever been connected with the Communication Intelligence organisation,

and by all individual recipients of Communication Intelligence,: whether

past or present, unless they are freed from this obligation by urmistake-
able and categorical order of proper authority as shall be designated by

the respective parties, If at any time indiscreet matter referring to
Communication Intelligence is broadcast or published, even by prominent reople,
this does not free those other persons who are, or have ever been, producers
or recipients of Communication Intelligence from maintaining absolute
sllence, and special precautions may have to be taken,

1ia 1 In time of war, the full value of Communication Intelligence
cannot be realised unless operational use is made of it, However, before
the decision is made to take action based on Communication Intelligence,
studied effort shall be made to ensuy
buted to this source alone, In every case, unless completely impracti—
cable, action against a specific target revealed by Communication
Intelligence shall be preceded by appropriate reconnaissance or other
sultable cover to which the eneny can reasonably be expected to atitribute
the action, Any action taken in the absence of such safeguards must be
considered in the light of the possibility of compromising the source,
The extent of military advantage to be gained must be weighed carefully
against the risk of losing the particular source and related Communica—
tion Intelligence sources and against the effect of such a loss on
other Commands and on future operations, Only after it has been decided
gained clearly outweighs +the
2sult from a compromise of +he source
ce of suitable cover, °

When action as contemplated in para, ll above is finally ordered,
particular care shall be taken on all occasions to ensure that personnel
Who may become engaged with the enemy in the course of such action are
given only the minimum information, with no unnecessary detail,

In time of peace the principle that the conservation of Commu-—
nication Intelligence sources 1s a paramount consideration aifec

action taken in the light of Communication Intelligence shall be
rigidly upheld,

14, | ! ' j - ] N3 ] ] "the need 4o know',
Each item re be made known
only to those individuals w T

duties and who have been appropriately indoctrinated, Every effort

shall be made to restrict the number of indoctrinated persons +o an
absolute minimum,

TOP SECRET
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_5_.

Uy iny Intelligence including in whole or in part items which can be
traced solely to Communication Intelligence sources is to be handled in
accordance with these regulations.

16. No national of one party shall be permitted access to the other
party's Comint agencies or to the products, or knowledge of the existence
thereof, unless he be approved by his parent agency or Board and be properly
indoctrinated,

s It 1s recognised that both parties will produce Special Intelligence
which by virtue of its source or content will require exceptional safeguards
and which should therefore be limited strictly in dissemination, such special
Intelligence will fall into two categories:

(a) Individual items which must be restricted in dissemination
to the highest level only. The procedure in such cases
will be as prescribed in para. 22 below.

(b) Particular classes of Comint which it is necessary to
restrict to limited categories of personnel. ouch a class
may, with the consent of USCIB or LSIB as appropriate, be
indicated by an a reed subsidiary codeword.

It is for the originating party to request that the other party should
afford similarly restricted distribution to such individual items or
classes of Communication Intelligence.

18¥ Except 1n categories and individual cases agreed upon from

time to time by USCIB and LSIB, personnel to be indoctrinated as
recipients of Communication ‘Intelligence or assigned to Communication
Intelligence duties shall be the subject of special security enquiries.
However, 1in time of war or emergency, exceptional occasions may arise
when it i1is considered essential for an individual to take up his duties
before the special security enquiries can be completed. In such cases,
the person concerned may be suitably indoctrinated on the authority

of such senior officers or officials as are designated by the respective
parties. In all such cases, steps shall be taken to ensure that special
security enquiries are completed as soon as possible after indoctrination..

15, USCIB and LSIB shall maintain complete lists of persons

currently indoctrinated for Special Intelligence under their respective
Governments,

Re-issued December 19438 to replace original page 5 of uppendix B (See back of file)
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SO

20 , USCIB and LSIB shall keep each other fully informed of the
Departments, Ministries, sgencies, Offices, Headquarters and Commands

receiving Speclal Intelligence and of the approximate number of indoc-
trinated persons in each.

21l Communication Intelligence shall never under any circumstances
or in any form be disseminated to any Ministry, Department, .igency,
Organisation, Office, or individual from which or from whom it might
reasonably be expected to find its way, officially or extra-officially,
into the possession of any person or group who could use it for
commercial competition or commercial gain or advantage.

CLASSIFICATIONS ND PROCEDURES

22.  Special Intellipgence. Special Intelligence is classified TOP
SECRET. The words TOP SECRET and the appropriate codeword shall appeaxr
on every sheet of paper which contains, or discloses the existence of,
this class of Communication Intelligence. This rule applies to maps and

charts on which are plotted data and information derived from Speo Lal
Intelligence.

In order to indicate that the
speclally limited dissemination referred to in para. 17(a) above has
been applied, either party will prefix the Special Intelligence codeword
with the word "Special'.

235 Traffic Intelligence. Traffioc Intelligence is olassified SECRET,
The word SECRET and the Traffic Intelligenoe codeword shall appear on
every sheet of paper which contains or discloses the existence of this
class of Communication Intelligence, unless TOP SECRET and the approp-
riate Special Intelligence oodeword appear on the same sheet. This rule
applies to maps and charts onvhich are plotted data and information
derived from Traffic Intelligence.,

2Ly o Codewords. The Special Intelligence and Traffic Intelligence
codewords used as such bear the TOP SECRET and SECRET classification
respectively. These codewords and their implications shall not be
made known to non-indootrinated persons, nor shall these codewords
be used in their codeword sense in the presence of non-indootrinated
PEIrSONS e

25 Technical Matter. Technical matter appertaining to the pro-
duction of Special Intelligence is normally classified TOP SECRET and
designated by the appropriate codeword. Technical matter zppertaining
to the production of Traffic Intelligence is normally classified
SECRET and designated by the Traffic Intelligence codeworde. The
appropriate classification and codeword shall appear on every sheet

TOP SECRET.
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of paper which contains or discloses the existence of such technical
matter,

26, Raw Traffic, Raw traffic (i.c, intercepted traffic showing no
evidence of processing for Communication Intelligence purposes) is

normally classified CONFIDENTIAL, except where a higher classification

1s mutually agreed upon, The inclusion of a casc number in an item of

rew traffic shall not be deemed to show evidence of processing for Cammunication
Intelligence purposes,

Zilie Technical Success, Communications among cognizant officials

of the British and U,S, Governments which reveal actual success, progress
or processes in the production of Special Intelligence or Traffic Intelli-
gence in specific instances or fieclds shall bear the appropriate codeword
designations even though they do not themselves reveal Cormunication
Intelligence as such,

28, Documents, Except as implicitly involved in the operation of
paragraphs 15 above and 29(a) below, documents containing Communication
Intelligence and technical matter shall remain exclusively in the custody
of persons who have been appropriately indoctrinated, secure from exami-
nation by non-indoctrinated persons,

293 Special Intelligence and TOP SECRET technical matter shall not
be transmitted in plain language (uncnerypted) except as follows:w—

(a) sealed, by safe-hand channels over routes specifically
approved by USCIB or LSIB, Such approval will be the
exception where such routes involve air or land transport
over the territory of a third party:

(b) via completely protected local cormmnicatson systons
exclusively internal to Agencies or 0Offices producing or
utilising Communication Intelligence of the appropriate
categories;

(¢) via completely protscted external landlines only as
specifically approved by USCIB or LSIB in each instance,

20, Traffic Intelligence and SECRET technical matter shall not be
transmitted® in plain language (unencrypted) except as follovs s

(a) as provided in paragraph 29 above ;

(b) by protected postal channels over routes approved by USCIB or LSIB,

k- Raw Traffic classified CONFIDENTIAL and CONFIDENTIAL technical matter
shall not be transmitted unencrypted except as follows:—

(a) as provided in paragraphs 29 and 30 above;

(b) via external landlines only as specifically approved by USCIB or
LSIB in each instance;

(¢) in the case of raw traffic classified CONFIDENTIAL only,
the restrictions on the conveyance of CONFIDENTIAL material
over the territory of a third party may be relaxed at the
discretion of USCIB or LSIB to permit such transport by
alr or land, Such relaxation will be the exception in the case
of raw traffic originated by nationals of the third party in
question,

TOP SECRET
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ExXcept in circumstances contemplated in parairaph 15 above:—

(a) C;ﬁ cial Intellijgence and TOP SECRET tecnnlchl.ratter trans-
itted in encrypted form shall be encrypted in special
crjptaﬁr phic channels or cyphers expressly pravided £
these subjects.

or

(b) Traffic Intelligence and SECRET technic: 21 matter transmitted
1n encrypted form shall be encrypted in specizal cryptographic
channels or cyphers exXpressly provided for these subjects,
those listed in para. 32(a ) above, or in the highest grade
cypher available,

EJWﬁver, 1in the case of similarly sec
the transmission of Cuﬁmun“C’ulon Intblll“cnch,
and Szjn T technical matters and raw traffic oOvVer
channel is authﬁrdﬁxjd, provided that such cha:
for these subjects exclusive 1y,

The guiding principle of the expression "the need to know!" shall be
rigidly upheld in all circumstances. However, certain limitei exceptions from
other provisions of these principles shall be recognise

(2) With the approval of USCIB or LSIB, dissemination need not be
anLlnrJ to indoctrinated persons, and the applicable codeword
ced not be employed in connection vith the exchange use and
diss;:ination contemplated in the follow 'ing instances :-

(1) Certain D/F fixes and bearings

(2)

graded at least CONFIDENTIAL,

An Arruf; =ngaged in the production of Communication
Lntvlll ﬂ:y, without encrypting the appropriate
1n the encrypted text, transmit TOP SECRET
technical matter over cryptographic channels
exnr;sslf and exclusively provided for such
atters,

engaged 1n the production of Communication Intelligence
discretion of the Senior Officer concerned, after full
ation of the risks involved +o the source, omit the
:sblilcﬁtlcn end the appropriate codewords from its worksheets

and similar documents used within the ryency or within inteFC&pt
or D/F stations in technical operations. The classification ;
omitted from raw traffic passed between agencies or from intﬁrcepb
and D/F stations to Agencies.

Re-1ssued December 1948 to replace original page 8 of Appendix B
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EXCHANGE

LI |

1% Tt will be the Joint objecctive of the parties To ensure that
the required field af traffic analysis problems is covered as thorougnly
as possible but general rules cannot be laid dowm for the division of
T/A TGSPOHSlbllluj between the Two partics,

24 With this objective in view, unproductivc duplication of

detoiled vork will be climinatcd and it is recognised that the best

method of furthering this process of climination is vo exchange informacion
whercver possible in the form of partly or fully processcd material.

5e Published reports on Traffic Analysis will alimys bec made
available to the other party.

Lo Where the excnﬂngu of publis rcports is inadcquate the
requirements for a more cd c:cbml ¢ will be stated, These
requirements will be savi sible from the material
being currently produced
and other predigesced s will endcavour To
meet any additional regulrementcs Dy moﬂiiylﬂg the form or content of
these partly-processcd recporis.,

i#ﬁntle

Where in any speclrlc case th: exchangce of matvcerial provided
n paras. 35 and 4 above is inadeq eitier party may request coples
nDPOCCb“ﬂ& logs or chatter J"thu. Sucihh requests will be
mivs of “ne resources available,

The method of exchange in all cases will be by radio or by
bag according to the nmature and urgency of the materisl,

e In oraecr <o facilita ne cxecihange of material a degrec of
standardisation will be aimed av in tie use of names or abbreviations

to describe T/A features, €.g., tronsmission-systems, call-sion systvems,
procedure codes, trairlc types

8., Tlc net o ls uscd to indicate validity should ]

thelir prese limited applicacion to all suitvenle T/A nmo
that the blpht of cvidence attached to the component cl
T/A conclusion maybe ass ' n & Coitioil basis,

CO-ORDIIIATION OF THYERCEPT

Qe The objcciﬁva of both 7
total intercecpt resources availaj
efficient cover as 1is ]
recquired by them both. )
to eliminatc any avoidable duplication b" COﬂuLﬂuOWS Lon as
changes and by muctual agrcemcnt m2 duplicavcion of ¢ nay remain
neccessary to scecure complﬁto and accuratce 1“;2?¢"1t10n, or for tTraining
purposcs, or where the arrangement for the exchange of T/A information

and raw material cannot mect both parties' recuirements.,
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] D

10, The basis for the continuous co-ordination involved will be
an exchange of reports consisting of:-

(i) reports on intercept results (monthly, or more frequent ly
as is required),

(ii) 1lists of tasks allotted to stations (on a monthly or
| weekly basis -as is required),

(1iii) dinformation on major changes in the cover situation
(exchanged by signal),

CO~ORDINATION OF EFFORT ON D/F,

10 i In general the division of work must fall naturally according
to the locations of D/F and intercept stations, and the intercept tasks
and search programmes undertaken by each party,

124 Collaboration between the parties in the field of D/F shall
be in the form of : =

(1) requests from any agency direct to any other for bearings
and fixes on specificd btargets and

(ii) the exchanse of resulis.
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CO-ORDIN..TION OF, .ND EXCH.INGE OF INFORM.TION
ON CRYPT.NALYSIS ..ND . SSOCILATED TECHNIOUES

sLLOCLATION OF TASKS

Le allocation of m;jor tasks, conferring a one-sided responsibility,
1s undesirable and impracticable. As a main principle, however, in order
that the widest possible cover of foreign uyphar communications be
achievad, the two parties shall cxvhmnﬁa proposals for the elimination of
dup.ilcation in cases where certain portions of a task or related tasks

re
are not belng worked. In addition collzboration between the parties will
take the form of suggestion and mutual arr: angement as to 1l

or new tasks and changes in status of old tasks.

12 undertaking
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EXCH.NGE OF COM.IUNIC.,PION INTELLIGENGE AND
CO-ORDIN..TION IN TRANSLATION

e e

1, Decrypts of foreign communications will not be exchanged between
the two parties, except as provided in paragraph 6 of f4ppendix E or as
mey be arranged for cryptanzlytic or other technical reasons, but any
decrypt or series of decrypts will be made available on speclf'ic request
by one party to the other, if not prohibitively inconvenient.

2e Scanning, translating and exchanging material in the

is covered in Appendix K. In other fields, as the saAgencies
will probably be unable to translote all decrypts, plain texts or R/T
intercepts in full or even in extract, each will carry out 2 process of
scanning such as to meet its own requirements. The liaison of'f'icers
will therefore be free to scan this material to ensure thateany particular
interests of their own party are teing served.,

3 Iranslations will be assumed 4o be in full unless labelled "gist!
or “extraot".

Yo If either party considers that decrypts or plain texts serve its
intelligence needs without translation, such decrypts or plain texts
will be regarded by the other as if they were translated texts and their
exchange between the Agencies will be precisely the same as that of
translated texts and extracts (see paragraph 6 below)., It is the inten-
tion of each party to limit such cases to the minimm.

Be voments will be clearly distinguishable as such and will be
prefaced by the word "comment' .

6. Unless excepted in 4ppendix K, all translated texts, extraots,
gists (unless excepted by paragraph 7 below), items of Traffic Intelli-
gence, and comments appended thereto, will be exchanged continuously,
cwrrently and without request mnless otherwise arranged in specific
instances. Such exchange, compleiec or partial, will be effected by
radio when specifically requesced by the" parties and in addition a
complete exchange will be effected with the least possible delay
through the regular liaison channels.

e Gists which are made by an agency for its owm use but not
issued will not be exchanged but will be at the disposal of the
lialson officers who may ask for such decrypts or plain texts as may
be required,

8. All Comintsums will be exchanged whenever they are issued and
without request.
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9 LSIC will be the channel through which all Communication Intelli-
gence items produced by the other British Commonwealth igencies (except
Ottawa) will be forwarded to the U.S. ngencies and through which the
same materials produced by the U.S. .gencies will be forwarded, whenever
appropriate, to other British Commonwealth recipients (gﬁg@ptuganadian).

10, The U.S. sigencies will be the channel through which all Communi-
cation Intelligence items produced by British Commonwealth fAgencies
will be forwarded, whenever appropriate, to U.S. recipients.

DIVISION OF LiBOUR IN TR.NSL.TION

11l Each Agency will undertake such scanning and translation tasks
as are sulted to its own requirements and those of its recipients.
~ny exception will be by prior agreement.

12 The continuous exchange of translated material will allow

either party to eliminate unwanted duplication ln translatilon.

ST.ND.RDISATION OF TR.NSL.TION FORM

- e . ] — T —— —

L3 To avoid ambiguity and to promote ease of reading, reference

and recording, it will be the aim of the U.S. and British sigencies to
adopt a standard style and layout for headings, translated texts, gists,
extracts, comments and translators' notes.

Lipe Each Agency will furnish to the other, continuously, currently
and without request, copiles of all Supplemental Glossaries and other
compilations which it prepares as a result of and for use in its
translation processes. The materials thus exchanged will he the hasis
for continuous discussion between the sgencies with a wview 1o
increasing standardisation.

15 Tn order to develop a common standard of validity-grading in
language esquivalents, each igency will inform the other of the
significance of such gradincs as it currently uses in its Supple-
mental Glossaries.
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EXCHANGE OF COLLATERAL MATERIAL

DEFINITION

1% Paragraph 2 of the British -~ U.,S. Communication Intelligence
Agreement specifiest that the .greement governs the relations of the
contracting parties "in Comunication Inteclligence matters only",

2, In the same paragraph it is

collateral material as is applizcable for technical purposes and is
not prejudicial to national interests will, howcver, be effected
between the COIINT Agencies in both countries,

Ve In accordance with this paragraph, collateral meterial is defined
as that material from any source other than COMINT which, though of
assistance to the COMINT Agencics (i.e. "applicable for uLChnlCul
purposes"), is not directly a Cormunication Intelligence matter,

L, Consequently, material listed in paragraph 3(a) (2) and (6) of
the Lgreement, though obtained from sources other than Cormunication
Intelligence, is not collateral materinl because i+ 1S directly a
Communication Intelligence matter., The c¢xchange of such material will
be unrestricted, except as provided in paragraph B(b) of the Agreement

D oilnllarly, information concerning COMINT methods and techniques;
which are developed by the COMINT /. gencies under U.S. or British
patent, is not collateral naterial, nnd its exchange is governed by
paeragraph 4 of the Agreement,

EXCHANGE

6. Collateral material availeble for technical purposes to a COMINT
sgency of one party will be made available (throu gh the h“chlnury of
liaison) to the other, unleus proo2l:ded by paragreph 2 of the basic
sgreenent or unless there is obcet Lou by the Ministry, Departnent,
wgency, Office or person which rrzinedly made the collateral naterial
avallable or which bears the res ponsibility for the control thereof,
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COMMUNICATIONS.

TELECOMUNICATIONS ORGANISATION REQUIRED

Fxclusive and readilsy ons betiywresn
aind berereen
in ordcr to make 1ble the -A' il ] of raw
1. points of i CGPulOQ t0 the scvera 3 3 the
rapid chhangc of all types of raw traf 1c, technical n cr and Com-
munication Intelligence between the Agencies; and the ef: =nt control
of 1Interception coverage,

PERATTON OF TEREMINATLS

: ulte haimels : 2d exclusively to
carry Cominv traffic betbtween the ] COMHOW"'“ h and the United
States will be installed, mointained and 1ged by the
appropriate Co AUt ities of the countries conce“ﬁod .Jﬂ, although
normally s : “*= 3 T bc instvalled, maintalned cnd operated by
the appropriate U.S, o: i Commontwrcalth authority on whose territory

terminals are situaved, wills will notv be obligatory.

i
wills

thoritvi In conjunctsion with
following radio teletype
Comint trafiic between

Americon
Foreign Office U,X./Canada circuit = 2 ci
(ii) From the R.A.P,/R.C,A.P., U.X./Canada circuit =~ 2 channels,

(b) The United States authorit ' DE ] ::aon51o1
providing land linc f”C7ll CCVIEE C&ﬂ&d&
nand and the United States )
Liaison Unit in the U.S.A.
snadian authorities will be asked to take responsi-
providing the follo

: --.J——-- -y | =
I U0OLE 4

%
o

AP, U.K./Canada

OP SECRETI
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T .Y

(i1i) Emergency facilitics for switching the Foreign Office
U.K./Canada circuit to the Canadian Comink Agency and
the R.AF./D.C,AT, U.X./Canada circuit to the United
States land line network, to provide communication in
the event of breakdovm or onc or other of the radio
channcls,

(d) In addition to the facilities provided by 3(a) above, a
minimum of +two channels of the Londonderry/Washinghon
circuils will be allocated exclusively to Comint traffic,
This circuit will be operated, in accordance with varsgraph 2
above, by the United States and/or British as may be mutually
arlangca.

Both parvies recommend that, in those areas which are
POtLﬂtla]ly operational, facilities be established for the
direct transmission of raw'material from the intercent
stations operated Dy one party to a designated agency or
station of the other party,

On the specific request of one party the other party agrees
to make every cndeavour to provide these facilities wiich, if
and when provided, will be brought into operational use as
mutually agreed.

On~demand '"quick SPeh: ange" communication facilities will be
provided between tae United Kingdom and Washington as may be
mutuelly arranged

La PROCEDURE AND OPERAYING SIGNALS

Procedure and operating signals appropriate to a particular
circuit will be used,

5« COMMON CRYPTOGRAPHIC AIDS

e e . i —

Common crywntogravhic aids will be used for combined Comint
communications, Thne matter of crywntographic aids will be kep? continuously
under review with tine object of maintaining and increasing security and
of facllivating commnications,

6o COMMUNICATIONS LIATSON

s — L s —

=

A representative of the Director, ISIC, and a representatbive
of the Co~ordinator of Joint OFLT cions, U.S, Agencies, will be given the
specific duty of keeping under review Comint commmnications problems and
of raising and advising on such p roblemns as thiey occur.

/o PROVISION OF EQUIPMEI

"ll.‘_l-l—-h—-h--_

The orovision of equipment will be by mutual assistance where
necessary and practicable and as agreed in each specific casec.

8. USE OF UNIEASED CABLES

P—

Unleased Commerciﬁl cablu
mission of unencrypted raw me i
emergency measure,

P SECRE
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.1 be tept under review with the object of
and air services.

USE OF MICROFIIM

aECNC: 71ll be equipped o handle microfilm so that it
may be avalilable f S¢ Tmen 1t 1s not practiceble to send the original

matcerial,
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APPENDIX I

LTATSON AND
METHODS OF EXCHANGE

LIATSON PERSONNEL

le Fach party shall meintain, in the country of the other, a
senior liaison officer accredited to the other, Such officers shall
be responsible each in the country to which he is accredited for all
liaison matters,

2e Upon agreement between USCIB and LSIB, additional liaison
personnel may be accredited, and working groups may be assigned, to
agencies of either party by the other, All such additional liaison
personnel shall be under the control and direction of the senior
liaison officer,

e Suitable office facilitics will be made available as
necessary by the party to whom the liaison officers are accredited,

Le Lialson officers of one party shall normally have unre—
stricted access to those parts of the other's agencies which are
engaged directly in the production of Comint, except such parts
thereof which contain unexchangeable information, The points of
contact of liaison of'ficers within agencies for and inquiries
shall be as 30 > party to
which they are accredited,

De In addition to the above regularly assigned personnel,
visits by selected personnel For short reriods of time to deal with
special problems will be encouraged.,

METHODS OF EXCHANGE

6. Requests by one party for information or material shall be
made by that party via its senior liaison officer who shall act
through prescribed lizison channels. The senior liaison officer of
the requesting party shall forward whatever information or material
is made available to him, normally be means of facilities under the
control of his uwn country, Normally the senior liaison officer of
the providing party shall be kept informed,

{e When the request by one party is for information or material
to be supplied as a matter of routine wrocedure, the supply, after

the initial request, may be direcct between +the parties by means of
facilities available to the senior liaison officer of the reguesting
Party. The senior liaison officers of both parties shall be kept fully
wnformed of a2ll such routine exchanges and shall be given access to the
information or material as may be agreed locally,
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Exceptionally, technical xonbﬂfos olcy ”Goﬂ.thu parcics may be
‘f'ected directly over "on demond" quick icatlion channels
JO_ﬂijy'ﬁﬂQ b\C]U 1veLyJaﬁLn for th&m Qurposu. But he use of
tnese direct channcls will D G 1 > minimum and in each casce the
senior liaison officers of the two bo will be kept informed,

~

L=

A
U

Oe Ne provision of poragrovhs 6 and 7 above shall be
as preventing either ﬁ““tj from cccomnodating the o
or cgmmunicating material for thic other porty.

10, gaoh varty shall normally assist the otvher's senior linison
officer by meking available to hin facilitics for r“,h;flng and preparing
macerial for transportation, Each DATrCY 31:11 | ne cxecenc of
facilities operated by or availablc 1 G '

liaison officer with safe-hond and
country.
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14__LL.L_’;IﬁLI Pﬁ ' 3 :
UoS. = BRITISH COI —:U-‘Hu.f',J_ .T.' NTELLIGENCE AGREEMENT

——

JTRODUCTION

—— i — T — 1 —

Consequent on meetings he 1 1n December 19L7 between USCIB
the Director LSIC representing + LOﬂOOﬂ Signal LﬂtﬂlllanCH Board,
fellowing 1nt01prutLt10n 10 certain paragraphs of the British -
e Communication Intelligence Agreement, dated Mar ch, 1946 and of the
wppencices thereto are hereby agreced to by USCIB and LbIB and will
become Appendix J to thr aforcmentioned Agreement,

~NTERPRETATIONS

S e

It is understood thot the IS w1lll not initiate or pursue
v convact with any nation o thic British Commonwealth on Comint
2.552rs other thon with the Domini Canada, Australia and New
'“1:‘::;6_ (with each of which .ﬁgfr-, cments already exist) without first
taining the views of USCIB, (It is noted that at the present time
5 does not envisage any collinboration with Cormonwealth Nations
than the 3’[_‘:0'*‘:'8},

It is noted that the lelbourne
in contrast to the Communica L,.ir.-;“_.-‘r. :j:r-ulf:h
national Centre, It is and will continue

Ll

sustralion — New Zealand organisntion, manned Dy

L.

¢ 1s noted that a pr -—-1:"”'1,1:1. 1te for collaboration by

Austrelia and New Zealoand with U,X. was an unequivocal acceptance
® provisions of the "E: plﬁﬂﬁucv" Instructions and Regul ations
concerning the Handling of Signal lﬂuojll”vﬂcﬁ (*PSIG)” which has already
bcen given by the Comint GDULfMW“L Rodies of the Nations concerned and
=nat continued collaboration is lependent upon their adherence to

'L ~ -~
:1ese regulations,

Iy, It is the intention of LSIB to obtain from the Sigint authorities
or the collaborating Dominions formﬁl assurance that they will abide
oy Lt& tecrms of paragraphs 5, and J of the British - U, S, Communication
elligence Agreement and of paragraphs 5 r’*f "npendj;f E of that agreement,
1 assurance will be transmitted 4o 1

willl notify USCIE = pre ssigninent of
tasks for MSIC and wil ] B in advance before
New or ¢ : ryptonalyti ks for that Centre,

*Chajrmen LSIB “bransaitsed + urance to Chairman USCIB in SB/L09 of
1/th February 19.8.
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Both USCIB and LSIP will:

(a) Not pass to any of the collaborating Dominions' Agencies
COMINT items originated by agencies of the other party
without the consent of that party, except as laid down
iln paragraphs 7(0) and (d) below or as may be from
time to time mutually agreed,

Pass to the collaborating Domi nionawvia the egresd channels
only such technical matter and portions of the Status
Reports as are deemed by the originating agency to be
relevant to the agreed tasks upon which each Dominion

Ls engaged.

{e USCIB takes note that, as regards LSIB's policy towards the
integrated Centre at Melbourne, LSIB intends in future:

(a) To give every encouragem:nt and asslstance to pursus
as the main cryptanalytic task of the Centre
together with minor tasks of local interest.

(b) To employ Meltourne-controlled interception stations
(some of which are U.K. manned) on tasks to which
they are best sulted by reason of their location, which
inevitably include

(c) To pass to MSIC (in order that MSIC may carry out (a)
above ), the technical and background matter relevant
to these tasks, whether it be obtained from U.S. or
British sources, except matter of U.S. origin designated
by U.S. authorities as for U.K. use only.

To pass to MSIC for its internal use only (and to
enable that Centre to carry out (b) above) the
necessary technical matter required for such interw
ception control, whether obtained from British or
UsS. traff'ic analysis or cryptanalytic sources,
except matter of U.S. origin designated by U.S.
authorities as for U.K. use only.,
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EXCHANGE INFORMATION ON INTE EQUIBEVENT,

OF
.FACILITIES_, PRODUCTION, RESEAR \IND DEVELOPMENT

i ' EQUIPMENT F!

)
Y '~ -

2 COIﬁDf‘f:h"—* nsive renorsd

Annual Technical Report)
concerning

installed and available for use at
het”_* or not such facilities are in use

and descriptions of intercept

equipment under contrac production, together with

probable delivery datcs,

will be exchanged annually, Reports are

- L

3 show +1¢ ,os'
year, and should normslly be

1tion as at lst

st August,

OVldb 1ﬂlofm1tlon to
t and O/F

A : and maximum
Ol equipments nade to lav

o A el b o LLS ; LY - FAFT YIRS - b b ;:'.:1-.'. ":

o i o e e B e AT e el ro 1= ey 7o T (R R Bt L0 T TF - 7

all exacy 1 L.*:.;Fl;.. ARG d1C KeDOoIT oL oy \ I'I.L.L_E;Eht SO0 become
date, and might

3-

apable of double or

1tted with wire, tape

\
—vave )

(iv) are capable of double or

i &
‘=l a T - — g
QUCCCDTLNE
- | L3

Any other

“vs?ems. Equipments fitte
C etC
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V.H/F AND U.H/F EQUIPHENTS

FACSIHMILE OR PICTURE EQ

HELLSCHREIBER EQUIFMENTS

DIRECTION FINDING EQUIFIINTS

Whether fixed or riobile,

TRANSMITTER IDENT

FREQUENCY 17,

AFRTALS

Informagion to includc number, types, whether used in diversity,
frequency to which cut, directivity, assoclated amplification
equiprient,

ABRIAT BXCHANGES

CONTROL EQUIFENT

Detalls and use of cquivment fitted for control of interception
within a station,

to include standard mal
cquipnent for gcnera

ANY OTHER SPECIAL EQUIPHENT

SHORTCOMINGS EXPERIFNCED ON OPERATTONAT, EQUIPLENT

SPECITAL MATWNTENANCE PROBILE:S, TI' ANY

Notes:

(1) A Si?gl@ Position nay consist of 2 or mnorc
used in diversity, or in order to increcasc the
rangc.,

(ii) A Double Position is onec at which a
cover two ends of a duplex circuit,
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APPEIDIX L

Le INTERCEPT EQUIPMENT RESTLRCH AND DEVEILOPMENT

(a) Intercept Fguipment H*DO?%S will be exchanged twice yearly on
1st March and 1st November, These Reports will be in two
sections,

(1) Eouivment under develovment, This to include details of
all projects on which dcvelonmenﬁ is being conducted
together with a svatement of the object to be attained,

(ii) Rescarch and Developient trends, This to include a state-
ment of all outstanding problems togeticr with an indication
of trends in rescarcih and development aimed at their solutbion,
In the event that no work is contemplated on certvain specific
problems, tinesec problems should nevertheless be listed
amongsc those current,

Technical Notes will be exchanged as. and vaen necessary on
specific subjects, These notcs to be designed primarily
for the informavcion of persormnel actually engaged on engin-
ecring and rcsearch and development work on interception
equipments Thesc notes also to include data on signal
analysis, frequency lists, and other matcriol associated
with intercept problciis,
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EXCHATIGE O RAVW MATERIAL

e

AND STANDARDISATION OF RAW MATERTAL FORMAT

ey el ]

EXCHAIGE OF RAV MATERL

le Except as othervise agreed in Appendix K each party will furnish
to the other, as promptly as practicable without request and as a metter of
routine, one copy of cvery item of raw trarfic collectcd by 1ts operating
agencics, rcgardless of source, Either party may rcquest expedited
delivery, or additional coples, of specific categories of raw traffic, and
each shall endeavour to mect the nceds of the other in this respect.

2e In so far as practicable rawr traffic exchanged will be in zhe
forms contained in paragraphs L ~ 9 below,

e The inclusion of a casc-number in an item of raw Lraffic is
not deemed to show cevidence of processing for Communication Intelligence
purposes (paragraph 26 of Avnendix B refers) and thercfore the material
may still be Cl&SqlLlCd "Confidential",
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Instructions for completion of Dummy Card

Use Black Pen to complete form

Use the card for one piece/item number only

Enter the Lettercode, Series and Piece/ltem references clearly
e.g.

LETTERCODE/SERIES

PIECE/ITEM
(ONE PIECE/ITEM NUMBER ONLY)

Please Sign and Date in the box adjacent to the description that
applies to the document being replaced by the Dummy Card

If the document is Closed under a FOIl exemption, enter the number of
years closed. See the TNA guidance Preparation of records for
transfer to The National Archives, section 18.2

The box described as 'Missing' is for TNA use only (it will apply to a
document that is not in it's proper place after it has been transferred to
TNA)
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