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I The Résponsibility for Traffic I The Responsibility for Traffic
Analyeis, ; Analysis,

Traffic analysis will mot be 1. Zach party separately is
allocated as such, but the responsible for all traffic

party which performs the inter- analysis tasks,

ception shall be primarily res- 2. However because of the close
ponsible for the appertaining assoclation of traffic analysis
traffic analysis, with the other * with the intercept stations, a
party rendering such assistance | primary responsibility for N
as may be practicable, traffic analysis of a given area
will fall on that party controll-
ing the intercept,

I1 The Means of Allocation of I1 Allocation of Cryptanalytic Tasks.
* Cryptanalytic Tasks, ] :

. 1, Each party separately is

A. ZEstablishment.and Functions responsible for all cryptandly-

of the Allocation Committee, tic tasks,

] 2. In the event that one party
1. STANCIB and SIGINT will estab- through lack of equipment or
lish and provide for the organ- persennel is unable to perform
ization of a permanent committee certain of its cryptanalytic
for the allocation of cryptanalytic tasks, those tasks by mutual
tasks, . , agreement of the operating
2. The committee shall have the agencles may be allocated to
responsibility of making an init- . one of the parties,
ial allocation of cryptanalytic R 3. Should a party to whom a
tasks and the continuing respons-. task has been so allocated

- ibility of making new allocations determine to discontinue its

- and re-allocations to the end that efforts, prompt notification
there is at all times a complete will'be made to the other
coverage of the work to be done, party,

3. In making all allocations, the b, Each agency will endeavor
committee shall adhere to the to comply with requests for

‘principles set forth in Paragraph - the occasional use of special
II B herecof, : equipment applicable to traffic
4, Each party shall supply the analysis or cryptanalysis,
committee with all information
which it may consider that it needs.

5. Action of the committee shall be only
by unanimous consent,

B, Principles to be Followed in the Allocation of Cryptaﬁﬂlytic

Tasks,

7 1, All systems in which a party has a primary national intercst
!shall be allocated to that party, Any system, however, in
iwhich both parties claim a primary national interest, shall
ibe allocated to both parties, .

2, All systems not allocated to one or both of the parties
under the preceding paragraph shall be considered to fall into
one of the following two categories: -

2, Those from which intelligence is wanted because of
the known or- suspected value of the information;

b. Those of known or expected low intelligence value,

5. ZEach system in category 2a shall be allocated on the basis
of the follewing principles progressively considered:

8. Available capacity in terms of personnel and other
facilities for handling the task, (Since the primary
purpose of allocation is to produce maximum intell-
igence, the first consideration in the allocation of
8 task is always to place the task where it can be
done best, Each party accordingly will be given
tasks appropriate to the facilities and talents
available and, insofar as possible, in sufficient
volume to utilize completely its full potentialities).
If personnel and other facilities are equally
available, systems related cryptographically and -
systems whose texts will permit cross-working shall
normally be assigned to the same party, (e.g.,
assuming that each party has facilities available for
more work, that a system with "Y" cryptographic
characteristics is being considered for allocation,
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4, Each system in category 2b shall be allocated
on the basis of the folluwing principles progress—
ively considered:

a,

b,

C.

-

5. No allocation shall be made as to the following
foreign countries,-it being the intention that no
collaboration or exchange will take place as to '

them:

C. Assistance by Other Party,

D, Activity of Other Party,

hnd that Patty "A", through prior alloc-
ation, has developad facilities for attack-
ing ™" type problems, then the new system
of "Y' type should de al1beated to Party
TA®. gystems which have their most uséful
| in systems allocated to Party
A" should likewise be allocated to Party
nﬁﬂ)
If the consideration of available personnel
and facilities and cryptographic character-
istics does not determine the allocation,
then the Ttelationships of the textual
content to (i) primary assignment and {ii)
primary interest. shall control,

A system shall be allocated to the party
which has the greater need for it for:
training purposes;

If the needs of the parties for training
purposes are approximately equal, a system
shall be allocated on the basis of relation
in general interest to previously alloc-
ated systems (e,g., if Country X is an
originator in several fields and its
traffic 1s considered to be unimportant,
all of its systems might be allocated to
Party A" on the ground that Country Y,
a near neighbor of Country X, had prev-
iously been allocated to Party "A"),

Any remaining systems shall be allocated
in.accordance with the judgment of the
allocation committee,

Although a particular system has been
allocated to one party, it may develop
that the other party has a special interest
from the technical point of view in a
problem presented by the work on that sys—
tem or has available facilities or tech-
nigues, including possibly a withheld -
technique, which might be useful in making
the attack, In such case, the party to
which the system has been allocated may
request the assistance of the other party,
or- the other party may offer its assist-
ance, As a general rule, such.assistance
will be given or accepted, as the case may
be.

For the purpose of keeping in touch with
all problems, each party is priveleged to
engage in research and decryption in re-
lation to systems allocated to the pther
party, In the event of a shortage of
facilities, however, it is the pbligation
of a party to handle first the work on the
systems allocated to it and to subordinate
its activities on the systems allocated to
the other party. =
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E, Termination of Allocation,

If a party lacks the interest or facilities
to exert proper =ffort to perform its
obligation as to a system allocated ta it,
it shall so notify the allocation committee,
whereupon the party's responsibility ends,
The allocation committee shall then offer
the system to the other party, which may
accept or reject, as it sees fit,

F.' Protection of National Interests,

In order that each party may protect its

' nationnl interests as it sees them, each
party shall always be free to work on any
communication system of any fereign country,
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A. Tntelligence . .

i, As to each foreign country, except those excluded from collaboration
and ge, either party, which recovers any intelligence by crypt-
analysic or traffic analysis, will deliver 411 intelligence so recovered
to the other pavty. This will always be without a recquest from the
other parfy and wishout regard to whether the other party has possession
of or access to suzh intelligencse,

2. Performance of this obligation as to a particular foreign country
requires the recovering party te deliver to the other party a copy ef
each of the following which it may prepare:

1 Translations of plain text messages
Translations of cryptograms
Strategical and tactical comments appended to trans-
laticns
Tantelligence summaries
Crynto-summaries dealing mainly with the titles and
cifective dates of the foreign country's eryptographic
sysvems

f, ' Trarfic analysis intelligence reports

3. The recovering party is not required, but is permitted, to deliver
any of the following:

. Translations of plain text messages

. Strategical and tactical comments appended to trans-
lations

" 7.4, Intelligence suminaries,

.

g
h

1
iy

Technical Products

1. As to ecch foreign country, except those excluded from collaboration
and exchange, either party, vhich makes any cryptanalytic achievement

or performs any traffic analysfs, will deliver the products thercof to
the other party. This will always be without a request from the other
party and without regard to whether the other party has possession of

or access fto such recovery,

2, Among the items intended to be exchanged hereunder are the followinéf
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The followirg items are not required, but are permitted, to be
exchanged: ’

ifethods and Techniques,

1. As to each foreign country, except those excluded from collab-
oration and exchange, either party, which in the past has developed
oT waich in the future may develop er which in the future may engage
in research in the hope of developing, a methad or technicue ef
attack on a communication system of that couatry, will fully dis-—
close such method or technigue, including the administrative organ-
ization of the attack, to tie other party, or, in the case of °
researcn, will fully disclose its nlans, This will always be with-
out a recuest from tne other party, and without regard to whether
the other party has a method or technique, or is engaged in research
in the hope of developing a method or technique, for accomplishing
the same or a similar purpose,

2, All of the provisions of the oreceding paragraph are subject
to the limitations of Paragraph Four of the Basic Agreement,

3. The fact that the disclosing party may have the privilege of
using the method or technicue or apparatus apwnertaining thereto
on-a royalty-free basis, shall not relieve the receiving party of
the obligation to pay royalties, ;

Personnel .

Zach party is authorized, with the consent of the other, to send
personnel to work with the personnel of the other party on any
task allocated to such other perty or for which it may be reéspons-
ible,

IV lleans and lianner of Exchange.

A.. bdethods of Transmittal

The methods of transmittal of material subject to exchange are provided
for in Appendix (Channels for Bxchange and Liaison),

3. Time of ilaking Reports

1. Intelligence, cryptanalytic achievements, products of traffic analysis,
disclosures of methods and technigues, and disclosures of plans for re—
search in method and technique, all of which are designated as subjects

of exchange in Part IIT of this Appendix, shall be reported by each party
within a reasenable time and by appropriate means, but in every case not
'léter than one month from the date of recovery,, discovery or plan,

—~ ; A
2. In addition to the foregoing, each party will deliver to the other
party & monthly recapitulation of the progress, or lack of progress, made
by it on the tasks allocated to it and for which it is responsible,

3. In addition to the feregoing, each party will deliver to the other
party a quarterly report of its research in traffic analysis and erypt-
analysis not applicable to any immediate problem,

L. The report on withheld methods and technigques provided for in Paragraph
Four of the.3asic Agreement shall be delivered not later than one month
after the datdé on which it first would become rensonably possible to do en,

C. Reports of Liaison Officears

Each party may forward reauests for matertal subject to exchange to its
liaison officers, whe will be given full assistance in filling such  Hagian o
The liaison officers may also undertake independent studies of opergll-ams
ag a basis for their reports, #

G
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D, Forms of Reports Standardization of Terminology =)

2,

P}

. _ It is recom’nended’th the 1. It is thought that a uniform

=8
operating agencies of the terminology is desirable, but that &R
parties adopt a uniform system as a general principle this unifeorm- o
of nomenclature for cryptanalysis ity should not be allowed to destroy &2
and traffic analysis and for practices of long-standing which %?%%
designations or titles of have beceme familiar to both parties, =A
communication systems,
2, Oryptanalytic Terms, Every
effort will be made to adhere to the
definitions and use of terms con-
tained in the ASA dictionary,

3. Treffic’Analysis Terms, It is recommended
that a uniform terminology be used to describe the various
systems of pall-sign and frequency working, The following are
suggested:

Call-sign
Fixed or Changing
Station (double nr single) or Link

Frequency
Sending frequency (British: Wetz)
Receiving frequency- :
" Controlled multinary (British: Star)
Free multinary (British: EKreis)
Binary (British: Line)

E., Standardization of Reporte

1. The subject matter and kinds of cryptanalytic reports being
unpredictably‘varied, no standardization of cryptanalytie reports
is required,
2. Similarly it is recognized that traffic enalysis reports should
not be rigidly standardized and will change'in form and content
from time to time. However it is suggested that the following
items would cover the general series of reports required and that
\these designations be adopted to facilitate exchange and classific-
ation of material: Y

&, For Agency and Intercept Station use:

NAC (Wet Analysis Casebook): Listing of.circuits by case-number
HAD (Net Annlysis Diagrams): Circuit Diagrams
UAR (Net Analysis Research): Special traffic anelysis reports, such
as call-sign studies )
HAYW (Net Analysis Weekly) The weekly or monthly report on cir—
: . cuits, together with pertinent data
and comments

b, For Agency use only:

(Traffic Analysis Crypt): Traffic annlysis studies on the uses
of cryptographic systems or on direct
traffic analysis applications to
cryptanalysis

(Traffic Analysis Diagrams): Circuit diagrams includinglgrypbq\i
ographic and Order of Bat e 2

formation

-7 =




@ Topsenn

TAF (Traffic ~nalysis Fusion); Special reports involving the use
of Order of Battle and deccde
! material ¢
TAP (Traffic Analysis Person- \
alities) : Reports of personalities appearing
in chatter and simple cryptographic
systems
TAS (Traffic Analysis Systems): Tabulations of cryptegraphic
s systems by circuit
TAT (Traffic Anclysis Trans-— L
lations) : Translations of* plain language
and simple cryptographic systems

As found necessary, other series may be added to the above by
elther party.

3. It is likewise difficult to standardize the report forms them-
selves, except for the Net Analysis Weekly which ig the basic re-

port and carries routine periodic information. It is recommended

that the following form be used:

Case-Number © o NAW #
i 1 Date
0/5 system  Frequency system : :
falls Locations Frequencies Schedules Traffic totals

‘Heard:
Freguencies Dates

Notesas

V Definitions,

For the purposes of this Appendix, the following definitions are adopted:

Communication: The conveyance of thought by any method (including speech,
facsimile and other special means)

Traffic Analysis: The analysis of the radio communicéation systems of a
fereign country with a view toward determining such
country's communication methods, procedures, and organ-
ization, and the application of that analysis tc the
related fields of intercept control, cr;ptan“lysis and
intelligence

Traffic Intelligence: All information of an intelligence nature ebtainnble
from the study of foreign radio traffic, by any
means sinort of the cryptanalysis of the text

Cryptanalysis: The total of the processes, other than the processes of

v traffic analysis, involved in the conversion of a secrgt
communication into plain text, with or without the general

system -and the specific keys :

Cryptanalytic Achievement: Any progress in cryptanalysis,
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Appendix to British — U, S, C. 1. Agreement

{

of collateral material

1.- The parties agree to exchange all collateral material, as that expression
is commonly understoo¢ by the operating agencies of the parties and whether
set forth on paper or incorporated in a physical object of apparatus and
however acquired, which may be applicable to the traffic analysis or the
cryptanalysis of a foreign communication system,

2. Collateral material shall include among other thxngs‘

Information regarding aids to communication intelljigence, for
example, mathematical techniques, cryptanalytic machinery, or
special intercept equipment,

Cryptographic instruction messages and service messages,
Captured, compromised, or acquired communications equipment
and documents, including » Cryptographic keys,
and cryptographic instructions.

Information about forelgn communications derived from other
sources, such as agents or prisoners of war,

Technical write-ups, including registered publicat;onu.
Technical aids to translation and evaluation, such as diction-
aries, glossaries, atlases, and.transliterations,

Training material, )

General information about foreign communications,

Governmental publications on communications.

3. Each party may make suggestions fof the acquisition-of collateral material
by .the otheq party and may offer ite assistance or reaquest the assigtance of the
other in making a general or particular acquisition, ;

L, The exchange may take the form of & gift, loan, sale, or rental, or by
rendering available, or otherwise,as may be agreed by the:operating agencies
of the parties, . . .

5. As to all collateral material whichis subject to exchange, ‘each party
shall deliver to the other a list of the material now on hand and-shall also
, deliver monthly a list of all accessions,

‘6. The operating agencies of the parties shall establish standards for forms
and lists and a standard or ideal catalogue of collateral material.

.T, The operating agencies of the parties shall exchange 1lists of best
cognzzant sources,

8. The parties.shall keep each other informed of plans for projects in the
field of collateral material and shall divide the labor in cases where such
division will utilize the personnel and facilities of both parties in the
most efficient and satisfactory manner,

9. It is recommended that the operating'agencies establish field liaison .
in the acquisition of collateral material,

10, The party furnishing collateral material is not reguired, but is permitted,
to divulge its source, The party furnishing will indicate the reliability or
authenticity of the material, ; - A

11, All of the provisions of this Appendix are subject to the limitations of
Paragraph Four of the Basic Agreement,
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APPENDIX A L0 BRITISH-U.S. C.I. AGREEMENT

British - U.S. Communication Intelligence

Security and Dissemination Regulations

General

1k These regulations shall be the basis of all regula-

tions for the security and dissemination of Communication In- -
" telligence ihformation issued by or undef the authority of
STANCIB or the London bIGINT_Board and other appropriate
officials of .the governments of the two parties. The scope
and phrasing of such regulations’' may vary in accordance with
varyving requirempnps of the parqies; agencies, departments,
and min;stries tq whom they are designed to apply, but all
shall be in accord with these basic regulations in every re-
spect. To insure uniform interpretatiﬁn o what constitutes

such accord, each party shall refer all such regulations to

the other. for inTormation prior to issue.

Basic Principles of Security-
2is The value of Communication intélligence, both in war
and in neace, cannot be overestimated: conservation of’ the
source of this intelligence is of supreme iﬁportdncc. MiEs
essential, therefore, that the disscmination zccorded all
related or resultant informntion be strictly contrblled-and

limited. The physical security of related documents is not

App. A
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alone sﬁffidient; it is essential that all references to the
information involved, and all revelations thereof, even in-
direct, be avoided except among those to whom this information
is necessary for the proper performance of official duties.
The time linit for-the safeguarding of Communicabion intelli—
gence information never expires. Altﬁough from time to time
alleged Communication Intelligence information may be publish-
ed, it is of the utmost importance that persons cognizant of

Communication Intelligence matters and recipients of Communi-

cation Intelligence information refrain from regarding the
fact of such puﬁlicution as releasing them from the necessity-
of maintaining complete and absolu;e silence on all subjepté
involved until ‘they are freed from this oblig&tion by unmis-
takeable, categorical, official notiée.

3is In tiﬁe of war, éhe full effectiveness of Communicntioh
Intelligence cannot be realized unless operational use is
made of it. However, when action is contemplated in the light
of Commﬁnication Intelligence, the possibility of compromising
the source must always be borne in mind and this danger must
always be weighed against the military advuntage to be gained.

Yinoer

In general, mementary—taebieal advantage is not sufficient

ground for risking the compromise of a Comrunicntion Intelli-
gence source. lthen the decision is made to take action bused
on Communication Intelligence, studied effort must be made to

ensure that such action cannot be attributed to Communication

‘App. A
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Intelligence alone. In every case, where at all practicable, .

action against a specific'target revealed by Communication
Intelligence shall be preceded by hpproﬁriate reconnaissance
or other suitable deceptive measures to which the enemy can
reasonably be‘expected to attribute the.actioh.

b In-time of peace the principle that the conservation
of Communication Intelligence sources is a paramount considera-
tion, affecting any acﬁion taken in the light of Communication

Intelligence, must be rigidly upheld.

Definitions and Categories

5% Communication Intelligence (COMINT) is the name given

to intelligence derived from the work of those agencies,
operating under the coordination and control of STANCIB or the
London SIGINT Board, which study radio transmissions, and

other communications, not originated by United States of British

officials. The terms Communication Intelligence (COMINT) and

Signal Intelligence (SIGILT) are synonymous. Communication

Intelligence is divided into two categories, as follows:
(a) Special Intelligence
-(b) Traffic Intelligence

6. Special Intelligence is that Communicoation Intelli-

gence which results from the decryption of the texts or sub-
stance of encrypted communications. It is désignnted by the

£

code word CREAM. Communication Intelligence obtained from

App. A SO
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plain language messageé may on occasion be included in the
catégory of Special Intelligence.

7. ZIraffic Intelligence consists bf'intelligénce which
results from an analysis of communication networks, procedure
signals, call signs, D/F bearings, and other technical aids,
i.e., intelligence obtained from inﬁercepted communications
by all means short of the actual decoding or deciphering of
the texts oy substance of theée communications.- It'is desig-
nated by the code word IVORY,

8. If the intelligence obtained by the processes describ-
ed in paragraph 7, above, includes information derived from
encrypted messages in such a way that it clearly reflects the
Iuse of such infofmatidnﬁ it becomes Special Intelliéence.
Communication Intelligence obtained from the translation of
plain language messages is normally classed as Traffic Intelli-
gence but may on occasion ba classed as Special Intelligence.

9. In war—time_it may be found necessary to sub-diﬁide
both Specnl Intelligence and Traffic_Intelligence into smal-
ler categories in order to permit certain classes of Communica-
tion Intelligence (compromise of whith would not endaonger the
more important'Communication Intelligence sources) to be dis-
tributed to special agencies and lower euhélons of the military
forces which, for security recsons, would not normally receive
other Communication Intelligcnce material.

App. A =
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Dissemination

10. The guiding principle of dissemination is that each
itém of Communication Intelligence, as such, will be made
knovm to those individuals who require it in the performance
of their duties and who have been "indoctrinated" and mode
avare of the source, ard only to those ihdividuals.

Iials Every effort shﬁll be made to reduce the number of
"indoctrinated" persons to an absolute minimum. Personnel to
be indoctrinated for assignﬁént to Communication Intelligence
duties shall be the subjects of special security enquirieé.-
Except in categoties and individual cases agreed upon from time
to tiﬁe by STANCEE and thé London SIGINT Board, personnel to
be indoctrinated as recipients of Communication Inteliigence
inforhation shall be the subjects bf special sccurity enquifiés.

12 STANCIB and ‘the London SIGIWT Board shall maintain
complete lists of .persons curreﬁtly "indoctrinated" for Com-
munication Intelligence in their respective governments.

3. STANCIB and the London SIGINT Board shall keep each
other fully infermed of the depdrtments, ministries,.ngencies,‘-
offices and broad categories of persons receiving Communication
Intelligence and of the dpproximate number of ‘indoctrinated" .
persons in each. '

3L Should it becomé:essontial for operutional'redsons

(as may occur in war) to disseminate a specific item of

App. A
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Communication Intelligence to an official who ié not an.autho—
rized recipient (i.e., not "indoctrinated") it muét be embodied
in a communication so worded“that the subject matter cannot
be traced back to Communication Intelligence sources (with
names, times and positions, and other specific data ffom__
original decrypted texts carefully omitted) and, if to be
trensmitted by a: means exposed to interception, éncrypted in
the available eryptographic system of greatest security and
.most limited distributidn. The code words CREAW and IVORY are
not to be used in connection with such communications.

15; Communication Intelligence shall never under any cir-
cuﬁstances and in any form be disseminated to any ministry,
department, agency, office, or indiviﬁual from which or from
whom it mighb-ruasonably be exbected to find its way, official-
ly or extra—officially, inte the possession of any person or
group- who could use it-for commercial competition or commercial

gain or advankEage.

Security Classification and fransmission of Communication Intel-
ligence |
16. "Raw traffie" (i.e., intercepted traffic showing no
evidencé of processing for Communication ntzliligence purposes)
is-cléssified CONFIDENTIAL. _
157/ CREAM: inTormation-is claésifiéd TCP SECREL. The words
TOP SECﬁET'andltho code word CREAM must dppear_om every sheet

of paper which contains this inhelligence. This rule applies

App. A s 6=
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to maps and charts on which are plotted data cnd information

derived from Special Intéilligence. The code word CREAM shall

be included in the- text of every despatch (signal) conveying
such intelligence, except as provicded in paragruph'EZ, below.

18, IVORY information is classified SKECRET. Thé word

SECRET and the code word IVORY must appear on every sheet of
paper which contains this intelligence,. unless TOP SECRET CREAM
information appearcs on the same sheet. This rule applies to
maps and'churts on which are plotted data and information de-
rived from Traffic Intelligence. The code word IVORY shall be
included in the text of every despatch (signal) conveying such
intelligence (unlessltﬂe despatch also conveys CREAM intelli-
gence), except as provided in pnfagrnph 22, below. -
19. ~ TOP SECREl Communication Intelligence materiﬁi may
not be transmitted in plain language (unehcrypted) except s
follows: _ |
(a) Seauled, via officer courier and other. safe-hand
channels, and over routes, approved by STANCIB or
the London SIGINT Board, or both, as dppropriate.
(b) via completely protected local communication systems
exclusively internal to agencies and offices produc-
ing or utilizing Communication Intelligence of the

appropriate categories.

npp, A.
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(e) Via external landlines only as specifically approv-
ed by STANCIB or the London SIGINT Board, as appro-

riate, in each-instance.
P » .

20. SECRET and CONFIDENTIAL Communication Intelligence

material may not be transmitted in plain language (unencrypt~'
ed) exceet as provided in paragraph 19, above, and, in addi—
tion, by protected postal channels (sueh.as 0. s. Registered
Mail), and over routes, approved by STANCIB or the London
SIGINT Board as appronrlate.

2% Except in the c1rcum5tances contempleted in paragraph
14, above,  Communication Intelligence_meterial, except "raw
traffic", transmitted in encrypted form shall be encrypted
in special cryptographic channels expressl?'nnd exclusively
provided for this purpose, anc in no other. Such channels
shall possess at least the security of the CCM and must be
approved by‘SfANCIB or the London SIGINT Board, as appropriuﬁe.
Cryptographic ehunhels for the transmission of "raw trafflc”
shall be agreed upon from time to time by STANCIB and the °
_London SIGINT Board.

22. In.technical commﬁnications which are strictly limit-
ed in circulationbto agencies engaged in the various processes
involved in. the production of Communication Intelligence, and
which are encrypted in cryptographic cha nnel= exclusively
a551gned for such technical exchangea, the words CREAlM and IVORY

may be omltted

App. A
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231 Other than as contemplated by paragraph 22, gbove,
communications umong cognizant offlclals of the Britis h and
U.S. governments which reveal actual sSuccess or progress in

the production of CREAM and IVORY information in specific in-

stances or fields shall bear the appropriate code word de31g—

nations even though they do not themselves reveal Communlcatlonl
Intelligence as such.

Rl The code wordlCREAM, and its significancé and conno-
tatioﬁs, bears the TOP SECRET classification. The code word
IVORY, and its significarice and connotations, beﬁrs ;he SECRET
classification. In addition to the restricfiong imposed. by - |
fhese classifications, thgse connotations shall not be made
known to '"nmon-indoctrinated persons, ndr shall these words
be used in their code-word senses in the ﬁresence of "non-
indoctrinated" persons.

Sl Except as implicitly invoived in. the operation of
paragraphs 14 and 19(a), above, documents containing - CREAM
and IVORY information must ;emain.exclusively in the possess-
ion of "indoctrinated" persons, secure from examination py

"mon-indoctrinated" persons,

General Exception to Regulations for Cl&ssifiﬁntion and Dis-

semlnatlon
26, With the approval of STANCIB and the London SIGINT
Board in ‘each broad instance, and despite any other provisions

App. A
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of these regulations, certain elementary Traffic Intelligence,
such as D/F bearings and fixes, and certain categories and
series of plainh language iptercepts from

mﬁy be disseminated under the classification CONFIDENTIAL,

and certain categories aﬂd series of plain langque intercepts
from military circuits may be disseminated under -the clossifi-
cation SECRET. The field of such dissemination need not be-
confined to "indoctrimaited" persons, and such dissemination
may: be made during pédcetime, but, with these exceptions, its
exteﬁﬁ must be limited in accordance with the principle ex-
pressed-in_pqragraph 10, above. The code word IVORY shall
not be emplo;éd in connection with the exchange, use, and
dissemination.ééntemplated by this paragraph, and those plain

language intercepts from militalﬁlcircuits shall be so dis-

guised as not to reveal the source.
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AFPENDIX B TO BRITISH;U.S. C.I. AGREEMENT

COORDINATION OF, AND EXCHANGE OF INFORMATION ON,

CRYPTANALYSIS, TRAFFIG ANALYSIS, DECRYPTION, TRANSLATION,
" AND ASSOCIATED TEGHNIQUES |

il The cryptanalysis, traffic analysis, decryption and
translation undertaken and prosecuted by each ﬁarty shall be
as basically suited to its own needs, but each party shall
welcome from the other suggestions as to extensions of its
work, and shall endeavor to act favorably upon such of these
sugges tions as are within its powers and are considered to.
promise due contributién to the common good,

2, Allocation_between the partieé of analytical and pro-
duction tasks shall take the form of continuous elimination,
by mutual agreement, of unwanted duplication and continuous
suggestion and mutual arrangement as to the undertaking of
new tasks and changes in the status of old ones,

3. STATUS OF TASKS., Except as restricted through applica-

tion of paragraﬁh 3 (b) of the basic agreement, each party shall
keep. the other fully and continuously informed, in detail, of all
cryptanalysis, traffic analysis, decryptionh and translation being .
undertaken by 1t, of the approximate facilities'and number. of

persons engaged in each phase of the effert, and of general
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progress in each phase of the effort. The continuous exchange
of Information contemplated by this paragraph will be in the
form of ihformatian'reports.prepared by the operating
seetions concerned. These information feports will cover each
system under study and will indicate any change in status of a
system, the cessation or curtailment of effort on any task, and;
wherever possible, projected changes in emphasis on given tasks.
In addition te the report there shall be such interim
reports as afe necessary, covering specific tasks 1in detall,
These reports may be in the form of messages or technical
wrlte;ﬁps relating to new discoveries, technical advances, ér
other observed changes, When there have been such interim

reports the information report will make reference

thereto, whether the interim reports be in the form of messages

or written reports,

4. METHODS, TECHNIQUES AND TECHNICAL PRODUCTS. Except

as restricted through application of paragraph 4(b) of. the.

baslec agreement, each party shall keep the other fully and
continuously informed, in detail, of all methodé and techniques
employed, developed, and discovered in the course of and in con—
nection with all cryptanalysis, traffic analysis, decryption,
and translation undertaken by it. Similarly each shall'furnish-
to the other all technical products of these prbcesses which are
involved in and applicable to the processes themselves, Ex-
change by radio of this infor ma tion shall be

App. B L
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as continuously agreed and arranged between the two parties,
In addition, all of this information, whether or not aisp
exchanged by radio, sﬁall be exchanged via regular liaison
chénnels, as established in another-appendix to this agroe-
ment,

5s AIDS TO PROCESSING, Except as restricted through

application of paragraph li(b) of the basic,K agreement each
party shall keep the other fully and continﬁously informed,
in detail, of the nature and use of all combilatiqns,'files,
devices, and apparatus developed by it,.on developed as a
result oflits'processes, and_employed by it 1n the processes
of crypténalySis, traffic analysis, decryption; and transla-
tion, and shall endeavor-to furnish-to the other, upon request,
éopies or spécimens of sugﬁ aids.. ..The conveyance by one'ﬁarty
to the other; pursuant to this paragraph, of a device or
apbaratus may take the form of a gift,lloan, sale, reﬁtal, ér
rendering available, as may be agreed and arranged between
the two parties in the specific instance. The fact that'the
disclosing party may have the privilege of using a method or
technique, or a device or apparatus pertaining thereto, on a
royalty-freé basls shall not of itself relieve the recelving
party of the obligation to pay royalties,

6+ CRYPTO-INTELLIGENCE. Except as restricted through

application of paragraph 3(b) of the basic agreement, and as

a specific application -of paragraph four of this.apﬁendix, each

.—'5_

App. B
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party shali furnish to the other, continuously, currehtly and
without request,'all communication intelligence (including
summaries, studies and estimatesj produced or ob?ained by it
which bears on foréign communications, In the case of Special
Intelligence which includes information of foreigh_cryptor
graphic systems and the use thereof (i.e.,_"crypto—inteliigence“)
the material exchanged shall be in the form of decrypted, un=-
translated versions of the messages involved, and this ex-
change shall be in spite of and in additlon to any exchaﬁge
~of translations effected in accordance with any other pro-
vision of this agreement: The exchange é&ntemplated.in this
paragraph shall normally be effected by radio except Qhere
slower delivery will dbviougly serve thé purpoée adequatély.
In addition, there shall be a complete ‘exchange of the same
information via regular liaison ehannels, as established in

~another appendix to this agreement,

. .Standardization

‘T« Both parties will strive toward uniform technical term-

inology and nomenclature in the fields of.coordinated effort
treated in this appendix. It will be understood, howevef, that
there will normally be no need.for interferencs with unilaterél
usages'of long standing which are so well known to all cohcerned
of both parties that the fesultant well-established ﬁairiﬁg of

- h =
App. B
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synonyms 1s qulte as satisfactory as complete uniformity,

8. Exhibit 1 describes in detail the functional.systenm for'
the nomenc;ature_of fﬁreign cryptographic systems which is
adopted by both rarties. '

9. Exaiblt 2 is a 1list of code  names for spécifﬁc fields

of Jommunication ihtell%gence activity. This 1ist is adopted
i'or common use by both parties,

10, Standardization of translations shall be erfécteq
through continuous agreément and arrangeﬁent beﬁween the two
parties. Until agreement is reached on the standard trans-
lation into English of a foreign word or expreséion whose
_megning is doubtful the foreign word or expression shall .be
added in a footnote or in brackets after each ochurrence in

translated texts of an English equivalent thereof,

11, All bases of standardization presented in ‘this appendix

and its exhibits shall be subject to continuous review and,’

upon agreement, change,

1
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L. The facilities muintaineqd, Channels ufiliéed, and
opportunities exploited.by each party ifor tﬂe interception
_unﬂ colleetion of raw traffic shall -he those availahle to
it 2nd basically suited to its own needs, but each party
shall welcohe from the other suggestions as to expansions
of these facilities, extensions of these chennels and ex-
nloitetions of previously unexploited opportunities, &nd

shall endezvor to act favorehly upon such of these sugges-

tions &¢s are possible of implementation and are considered’

to srormise diwe contribhution to the common zood.

<. Except as restricted throush application of pera-

granh 3(b) of the bach,aéreement, each party shall-furnish

to the other as promptly as possitle, without request'anﬁ a4s
a matter of routine,. copies of all raw traffic collected and
acquired by its operating agencieé, regardless of source.

Neither party shall be obliged to reveal to the otker the

source or marmer of collection of raw traffic.

5. Allocation betreen the perties eof world intercept

coversge shall téeke the form of continuous eliminction, b
> 3

.

mutual zzreerent, of unwanted duplication and continuous
suggestion and mutual arrangement as ts chunges.
3=

Lop. C
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4. Provision shall be made for the exchaénge by radio
of selected classes of raw traffic 2s continuously arranged'
retweerr the two perties. 1In addition; all raw traffic, whether
or not exchrariged by radio, chzll bhe exchidnged via regular
liaison cheamnels, as established in another appeﬁdix to this
sgreerent. In ¢eneral the nrocurement, maintenance, and
utilization of ra i means of exchange and of rapid means
cf ﬂeLiveT§ from intercept points shall be promoted, and
encouraged by each narty to the utmost extent of its means,
and usatle radio-telﬁtype channeis shall he kept filled to
the 1limit of their capacity with raw traffic. <
5. .Each party shgll iteep tne other fully énd cmntinu¥
ousliv informed, in detail, of the operational intercept
positions availatble ton and utilized by it as such, and of
the coverage proyided therehy. The exchange of this information .
shall be effected at least iﬁ the-fn;m of exhihit 1
with this appendix. The exchange of coverage reports by
radio, to cover part or all of the information nf the written
rerorts, and to'he in addition thereto, may be-agreed and

arranged from time to time.
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Stancdardization

6. The use pf'typewriters for the preparation of
intercepted rav traffic shall be encouraged and promoted.

7. The physical form of intercepted raw traffic shall
be standardized as faf @s precticable. Radio intercepts
skall be prepsred and ‘exchanged in the standard form -of
exhibrit 2 vith thiS‘uppenﬂix. |

3 The standard glossary of terms and shbbreviations

presented as exhirit 3 with this appendix is dadonted ror use

b toth npirties for coordinetion: and direction of intercept

and raw traffic-exchange.

?; STANCICC will prepare, periodicully us necessary,
a_catalogug,to he wnown as the_World—wide fre uency Index,

of «ll knovn radio transmissiens in the form of exhihit 4

with this appendiz. This catalogue is adopted by both parties-
15 thg standard for liaison in maﬁters of militzry intercept
coordination. Liailson in matters of

intercept coordination will be in tofms of gall‘signs
and frecuencies. The London SIGINT Bodrd will furnish
continupously all data zvailzble to it which will assist in
the preparation of the World-Wide Frenuenc; Index. STﬁﬁCICC
will furnish to the London SIGINT Board tiie num»er of copies

Fl

of each edition of this catzlogue which that Board may recuire.
. o .

L3
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10. All hzses of standardization presented in this
aonendix snd its exhihits shall be subject to continuous

review and, unon mutuval agreemenrt, change.
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APFENDIA D TO BRITISH-U.S. C.I. AGKEEMENT

EXCHANGE OF COMMUNICATION INTELLIGENCE

1. Ixcept as restricted through application of parzgravh

3(b) of the basic agreement, each party shall malke av?ilable

to the. other without recuest end =zs a matter of routine, and
shall furnish as requested, all Communicatiop Intelligence
produced by its operating egencies, Tregardless: of: whether the
other perty is known or supnosed, to be produeing, or to be in a
position to produce, duplicate or similar Communication Intelii—'
gence. |

2 Exchange of Communicztion Intelligence by the: most repid
available means shall be as contﬂnuously agreed and arranged
hetween the two parties. Ih sddition, all Comsunication In-
telligence,. wvhether or not also exchanged ﬁy.such meens, shall
be exchanged via regular liaison ohannels, as ecstablished in
another appendix to this agreement. Iﬁ eitﬁgr cese, delivery

by each party to.the other or to .the other's agent siall be

with the least pdssible delay, end each party shall give due
heed to representations by the other &s to apparently avoidable
delay, and shall institute action, appropriate to its Tacilities:
and rﬁquirements and insofar &s the invélvements ere within its

control, to eliminate such delay.

3. G&pecial IntellLuence exchanged in aceordance with

=

above, shall be in the furm.ox decrypted versions of
items translated into Enéiish and of apvreciations and zumme-
ries prepared from such tr"nulLtwuns.

=

Lppendix D




R e
@ TOP SECKET : , U’C?EH

oL 1
26 Tehrvary 1946

4. Tor purnoses of interpretation of paragraph 1, above, an

item oi° Special Intelligence is considered to have been

"produced" by .an.&gency when it has been translated into

Frnglish by that agency. In addition, upon request from time
to time by either party, the other ‘shall, if such provision
is not unduly inconvenient to it, furnish copies‘df Spneeific

itvems or items in specific cetegories or fields of Special

transleted into English.
o . 2

Appendix D
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APPENDIX E TO_BEITISH~UTS. C. I. nGREEMENT

TORP SECRET

EXCHANGE OF COLLATERAL MaTEBRIAL

PART T

Collateral material and information which

-hpsrs'dirpct]v on forpign compunications.

1. Within the intent and limitations of parzgrapi 2_of
Ithe hasic agreenment there will he a complete exchange hetween
the two parties of_all available information which hears
directly on foreign communicstions, or on Commﬁnicetion Intelli-
gence nrocesses wnplied to foreign comimunications, whetlier
such information e set forth in words or embodied in & docu-
ment, object, or apparatus, purchased, captured, or otherwise

acauired. Neither party shaell be obliged to reveal to the

other a source of such collateral material -although there

should normzlly be furnished, where appropriate, an estima#e
of the reliahility of the source. |

2. The Convgyanculby one party to- the other, pursuant toe
naragraph 1, above, of a device, apraratus, or document nay
talte the form of a gift, loan, sale, rental, or rendering
svallahle, as may be agresd .end erranzed hetveen the two parties
in the specific instance. The fact that the party thus convey-
ing # device, apparatus or document may heve the nrivilege of
using it on & royalty-free bosis shall not of itselfl

i

App. b
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relicve the receiving party.of the obligationuto'pay royalties.
SR Each” party shall welco&e from_the other éuggestions

as to opportunities for the acquisition of collateral material

bearing directly on foreign communications and shall endeavor

to act favorably upon “such of these suggestions as'dre pos- -

sible of implementation and are considered to promise due

contribution to the common good.

PART 1T

Collateral material and information which

dogs - not beur:directlv on. foreign communications.

I, Upon the ¥eduest of either party the other may, at its
discretion, furnish or divulge'dbliateral material or informa-
tion which does not bear ‘directly on foreign. communications
provided there is no objectioﬁ on the part : of the ministry,
department, agency, office, or person which originally ma@é
available the material or information or which bears the respohsu
ibility for the control thereéf: In any case, neither the

gource nor its reliability need be divulged.
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APRENDIX G TO BRITISH-U.S.

C.I. AGREEMENT

LIAISON AND

CHANNELS FOR EXCHANGE *

Lialson personnel

1, Each party shall maintain, in the country of the other,
at an appropriate locatioen, a senior liaison officigl abcredit-
ed to the other, wholméy be accompaniedlby the necessary gtaff.
A1l Communication Intelligence liaison matters in each cquntry
shall be under t he cognizance and control of the anior Com-
munication Intelligence liaisbn-officiéi in that ‘country.

2. Upon agreement between STANCIB and the London SIGINT
Board in each specific case, édditinnal liaison personnsl

may be accredited, and working groups may be assigned, to

operating agencles of elther party by the other. All such

additionai liaison personnel shall be under the control and
direction of the appropriate senior liaison officers. Vork-
ing groups of either parfy in the agencies of fhe other shall
be regarded as, and shall have the status of, liaison per-
sonnel, ; A S -

‘3. TLiaison officials of one party shall normally have
unrestricted access to fhose parts of the other's operating

agencies which are engaged direcfly in the production of

App. G
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Communication.Iﬁtelligence, except such of.those parts as keep
files of general collateral information. This restriction is
premised upon the limitation expressed in paragraph 2 of the
basic agreement. The pointg of contact of liaison officials
within operating agepcies for requests and inquiries shall be
as determined, established and delimited ‘by the party to which

they are accredited.

Channels for Exchange

b Communications.between the two parties.shall regularly

i

be conducted 'through the liaison’ channels estdblisheq by

this appéﬁdix_“ﬁln additim,dt 1is contemplated thet channéls

for continuous conversstion and ﬁrranéement'direétly between
technical sections and coordinating groups of opefating agencies
may be established from time to time as the need for them
becomes apparent.

Hia Reauests by a party or its agencies for information or
material shall be made by that;party via its senior liaison
official accredited to the other. Normally but not necessar-

, ily the other party's senior liaison official shall be/kept
informed of such requests.

6. A senior liaison official or his authorized represent-
ative having a request for informatién or material shall,
acting through the prescribed channels and points of contact,
receive whatever pertinent information or material is made
available to him, and shall forward it, normally via channels

under the control of his own country, to the requesting party

App. G
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or its appropriate ouperating agency. Upon recéipt, the re-

questing party shalllgive the senior liaison offiéiél of the
providing party, or liaison officials delegated 5y him, what-
ever sharé in the distribution and utilization of the inform—
ation and .material it may have estéblished as applicable and

appropriate.

7 No provision of paragraph 6, above, shall be con-

strued as preventing either party from accomﬁodating the other
by ﬁranspﬁrting maﬁerialsﬁfcr the other's senior liaison
official. Each party shall endeavbr to assist the Other in
this respect, és may be practicable, when requested to do so,
but both parties shall endeavor to reduce such requests to

the minimum by bontinuously adjusting their facilities to
tﬁeir'requirements and. vice versa.

8.  Each party sﬂali*normally accommodate the other's
senior liaison official. by. making available to ‘him,. on his
request, facilities for packaging and preparing material for
transportation. Each party shall; to the extent of facilities’
operated by or available to it, accommodate the other's senior
liaison official by assisting him with safe-hand and other

transportation within its own country.
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MEMORANDUM

Corrections to BRUSA C.I. Appendices.

Appendix F.
Substitute new Appendix F (herewith) for old

Appendix F dated 28 February.
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APPENDIX F TO BRITISH~U.S, C. I. AGREEMENT

COMMUNICATIONS

Radlio Circults

1, The U. S, Navy will provide radio and terminal equip-
ment on loan basis as necessary for the establishment of'a
four—chanﬁel multiplex radio-teletype circuit between 1ts
operating agencies in Washington, D.C., and the principal
operating agencies of the Admiralty and Commander, U.S.Naval
Forces, Europe. Admiralty will provide the necessary anten-
nas, electric power, control lines and suitable housing for
all equipment at the British end of the circult at no cost
to the U. S. The Admiralty will provide all maintenance and
operating personnel for the London terminal except such opera-
ting personnel as are provided by Commander, U,S, Naval Forces,
Europe, on his channels. Similarly, the U. S. Névy will pro-
vide all maintenance and operating personnel for the Washington
terminal except suqh Bperating personnel as are provided by
the British Admiralty Delegation on its channel.

8 The London SIGINT Board will continue to maintain in
operation the existing radio telegraph circult (HYDRA) between
Oshawa and London (GCCS). STANCIB will maintain a land-line
1link between Oshawa and washington.

Extraordinary routing of Raw Traffic

3. Raw traffic exchanged between the parties in accord-

ance with Appendix C will normally be passed as provided in

App. F
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Appendix G. However, in a specific case'where one party eon—
trols or has the use of a communication channel (radio or
otherwise) the terminals of which ére so located that the
channel could be employed, advantageously from the standpoint
of time-saving, for the transmission of raw traffie directly
from one party'ﬁ sourée to the other's (Washington or London)
operating agency, the partieslmay agree on such employment and

on appropriate contributory arrangements.

Cryptographic Channels for Communications

4., Communications exchanged by exposed means between
agencies of STANCIB on the one hand and those of the London
SIGINT Board cn the other shall employ cryptographic chanﬁsls
provided exclusively for communications betwseen these agencles,
Such cryptographic alds as are used shall be subject to the
approval of STANCIB and London SIGINT Board and wlill be pro-
vided as mutually agreed;

Physical Transmission

D The channéls used by each party for the physical
transmission of documents containing information of Communi-
cation Intelligence matters shall be those regarded by that
party as normally sultable for the transmission of documents
of the security classification involved except that, in no
case, without the specific concurrence of both parties, shall

a document containing unencrypted CREAM or IVORY information

App. F
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be conveyed by alrcraft or land transport over territory
controlled by other than the United States or British govern-
ments, nor, without similar concurrence, shall raw traffic be
similarly conveyed over territory controlled by the govern-

ment whose agencies or citizens originated it.
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